	
	Digital ID Instructions


Microsoft Authenticode

VeriSign provides the following instructions to help you get started. If you need more information, contact your browser or OS platform vendor directly. For more information about using Microsoft Authenticode go to: Microsoft: Signing and Checking Code with Authenticode.

Step by Step Overview

Step 1: Download Signing Tools

Make Sure that you are running the correct versions of all tools:

· Internet Explorer 4.0 or later

· Internet Client SDK

To download the software development kit (SDK) for Authenticode, go to: Microsoft Authenticode for Internet Explorer 5.0
Step 2: Enrollment >>
Begin the enrollment process for a Code Signing ID from the products and services section of the VeriSign Web site. During the enrollment process, your browser will generate a private key. This key is never sent to VeriSign and is required to sign code. VeriSign encourages you to make a copy of the private key (called MyPrivateKey.pvk) and store it in a safe deposit box or other secure location. If the key is lost or stolen, contact VeriSign immediately to have it revoked. To begin the enrollment process for a Code Signing ID you can go to the VeriSign Product pages.

Step 3: Begin Using

Pick Up Your ID
Once VeriSign has verified your identity, we will e-mail you with a PIN (Personal Identification Number) to pick up your Digital ID. You must use the same machine to apply for and obtain your Digital ID. Once you have completed installation, you can use the private key and Digital ID on a different machine to sign files. 

Save your Digital ID as a file (e.g. MyCredentials.spc).

Prepare Files for Signing
PE files (.exe, .ocx, .dll or other) do not require and preparation. If you are building cab files, add the following entry to your .ddf file before creating the cab file: Set ReservePerCabinetSize=6144

Sign Your Files
To sign, you will use the SIGNCODE.EXE utility included in the ActiveX SDK. You will also need your Digital ID file (generally called MyCredentials.spc) and your private key (MyPrivateKey.pvk). You can either use the Interface style of signing by double-clicking the signcode.exe file or at a MS-DOS prompt use:

C:\>ActiveX\INETSDK\ signcode myfilename -n displayname -i http://www.mycompany.com -spc mycredentials.spc –v a:myprivatekey.pvk –t http://timestamp.verisign.com/scripts/timstamp.dll
· “myfilename” is the name of the file that needs to be signed
· “displayname” is the description of the file that will show up in the certificate
· “http://www.mycompany.com” is a URL where the user can find more information about the file being downloaded
· “mycredentials.spc” is the Digital ID file that was obtained in Step 2
· “myprivatekey.pvk” is the private key generated during Step 1 and which is securely stored on a diskette
· “http://timestamp.verisign.com/scripts/timstamp.dll” is the URL for VeriSign's timestamping service. Note: "timstamp.dll" does not contain the letter "e"

Test Your Signature
The Microsoft SDK contains a utility called chktrust.exe to check your signature before distributing your file.

· To test a signed .exe, .dll or .ocx file, run chktrust filename
· To test a signed cab file, run chktrust -c cabfilename.cab
This test will bring up a certificate. When a code signed file is downloaded from a Web site using Internet Explorer, it will display this certificate to the user. If the file is tampered with in any way after it has been signed, the user will be notified and given the option to refuse installation.
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